
Memory and Remanence



Data 
Remanence

The residual representation of 
Data that has been in some way 
nominally erased or removed



What is Data 
Remanence?

Data that PERSISTS even when 
deleted by “Non-invasive” means.

Usually referenced as residual data 
that stays on in Magnetic Media 
(but not anymore)

Discussed usually in Digital Forensics 
and Data Destruction





Data Remanence in Disk Drives

HARD DISKS
• Data is recorded magnetically on 

platters
• Mechanical – the read/write heads move 

and the platter rotates
• Magnetic data is not erased, only the 

indexes
• New data may be saved over deleted 

data

SOLID STATE DRIVES
• Uses Flash memory (chips) to store data
• Data Accessed directly (no mechanically 

moving parts)
• New data is typically written to a new 

location
• Destruction Incineration/shredding  is 

best for chips
• Hybrid drives are not cleared by 

degaussing



Data Remanence Countermeasures



Memory
Fundamentally a series of ‘on’ and ‘off’ switches used to 

represent the binary digits ( 0 and 1)



Memory



Real (Primary) 
Memory

• RAM is a Real or ‘Primary’ memory
• Directly accessible by the CPU
• Holds instructions and data for 

currently executing processes
• ‘Scratch Pad’ Memory



Cache Memory

• Fastest system memory
• Keeps up with the CPU as it fetches and executes 

instructions
• Data most frequently used by CPU is stored here
• fastest portion of the CPU cache is the register 

file, which contains multiple registers. Registers 
are small storage locations used by the CPU to 
store instructions and data

• The next fastest form of cache memory is Level 1 
cache, located on the CPU itself. Finally, Level 2 
cache is connected to (but outside of) the CPU.

• Static random-access memory (SRAM) is used for 
cache memory.



Cache Memory

CPU Primary Memory Secondary Memory

CACHE



RAM vs ROM

PARAMETER RAM ROM

VOLATILITY Volatile: data is lost when computer 
is powered done

Non-Volatile: data is retained even when power is 
turned-off

ACCESSIBILITY Can be directly accessed by the CPU Cannot be directly accessed by the CPU, has to 
transfer to RAM

STORAGE Used to store temporary information 
in a finite time

Stores permanent information (e.g., BIOS)

HARDWARE STRUCTURE A form of chip (Integrated Circuit) Can be a chip, magnetic media, optical disks

COST Expensive than ROM Less expensive than RAM

SIZE Larger than ROM Lesser than RAM

WRITING SPEED Fast data write speeds Slow write process (Burn-In)

STORAGE LIMIT 16, 32, 64GB or more MB

EXAMPLES Static and Dynamic RAM PROM, EPROM, EEPROM (Flash Memory - USB)



DRAM vs SRAM



SSD (Solid 
State Devices)

• Combination of Flash Memory 
(EEPROM) and DRAM

• Unlike HDD where data is mapped to 
specific locations on the disk, SSDs 
are logical and writes on unused 
portions and marks previous ones as 
unallocated
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